GATEWAY Property File Creation
Oracle FLEXCUBE
Release 12.4.0.0.0

[May] [2017]

ORACLE
FINANCIAL SERVICES




Table of Contents

1. CREATING PROPERTY FILE FOR GATEWAY APPLICATIONS ......cccoiiireirienrree e 1-1
1.1 INTRODUCTION ...ctttattettessesese sttt s sttt s ettt e bbbt e Rt e e bbbt R bR Rt n et ner e n e anas 1-1
1.2 CREATING PROPERTY FILES ....oitiitiiteiiiiteiinis ettt sttt 1-1

121 LT AT NV = | Y o] o] 1 Tor= 4 o o SR 1-2
1.2.2 Gateway MDB APPIICALION ......cveieiiie ettt st te e e e e s ee e e e e 1-14
123 Gateway HTTP Servlet APPIICALION.......coiiiiiieiiieeree e 1-26
124 Gateway Web Service APPIICALION ..........coiiiiiiiiiie e 1-34

ORACLE



1. Creating Property File for Gateway Applications

1.1 Introduction

This chapter explains the steps to create the property file for the gateway components viz.
Enterprise Java Bean (EJB), Message Driven Beans (MDB) , Web Services and Servlet.

1.2 Creating Property Files

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Banking Solutions Installer . Welcome screen is
displayed.

~

- —
| Oracle FLEXCUBE Universal Installer 12.4.0.0. h L=l =
. 3

Oracle FLEXCUBE Universal Banking ORACLE

Welcome To Oracle FLEXCUBE
Choose Oracle FLEXCUBE Application to be installed.

¢ [ Oracle FLEXCUBE
D Universal Banking Infra I
D Open Development Tool
[ teway
D Scheduler
D Switch Interface Installation
o [ Utilities

Back Next Exit

2. Select ‘Gateway’ and click ‘Next'.
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1.2.1 Gateway EJB Application

The following screen is displayed:

- :
| 4| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 [ o s

Oracle FLEXCUBE Universal Banking

Welcome To Oracle FLEXCUBE
Choose Oracle FLEXCUBE Component for installation.

Property File
EAR Name [FCUBS | Context Name [FCUNeoweb |
External JSUIXML Required O External JSUIXML Path | |
Release |KERNEL |v|
File Seperator Style |Windows |v|
Application Server |Webl0gic |v|

DataBase Server | | |

Log Back Mext Exit

1. Select the option ‘Property File’.

Specify the following details:
File Seperator Style

Specify the operating system in which you are creating the property file. Select the appropriate
one from the drop-down list.

Application Server

Specify the application server in which you are creating the property file. Select the appropriate
one from the drop-down list.
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2. Once you have specified the details, click ‘Next’ to continue. The following screen is
displayed.

.
| -,| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 (SRR

I Oracle FLEXCUBE Universal Banking ORACLE

Gateway Property File Creation

Choose the Gateway Application Type

] Gateway Application Type
D Gateway EJB
[} Gateway MDB
D Gateway Http Serviet
D Gateway WebSenvices

Log Back Mext Exit

3. Select ‘Gateway EJB'.

4. Click ‘Next’. The following screen is displayed.
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— B
| 4| Oracle FLEXCUBE Universal ]nmllerﬂA&D‘ C=20aT
— —

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Specify the Propery File path.

Load Property File [ | kel

For Modifying the Existing Property file specify the path else leave the path unchanged
for loading the defauilt property file.

Log Back Mext Exit

5. Specify the following details:

Load Property File

If you are creating a new property file, leave the field blank. If you wish to modify an existing
property file, you can manually specify the location of the property file.

Before proceeding, ensure that the folder structures used in the following steps are created.

6. Click ‘Next’. The following screen is displayed:

The installer displays the ‘Multi Entity’ screen.
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— ™
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 ‘ |

Oracle FLEXCUBE Universal Banking ORACLE

Multi Entity Names
Provide Entity Names

MultiEntity Required I:I

S.Mo Entity Mame
EMTITY1
EMNTITY2
EMNTITY3

—

M

%)

Log Back Mext Exit

MultiEntity Required

Select the multi entity check box for enabling the multi entity deployment.

LI

After selected the multi entity option ‘+’, ‘-‘buttons will be enabling for capturing the entity Name

+ Button:
New row will be added for capturing new entity name.

- Button:

Select the entity name and click — button, will be deletion of existing entity name

Entity Name:

Enter the entity name as single word

For example: ENTITY1

7. Click ‘Next’. The following screen is displayed:
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r
£ F r A ‘Q‘glg
. L, Oracle FLEXCUBE Universal Installer 12.4.0.0.0 . ‘

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for Enabling Single Sign on

550 Required O
S50 KEY DM
External Password Required O  Authentication Tvpe I:D
External User Login Required O

External Password Required: The user can login with MSAD/LDAP server
password only. The user ID can be either the MSADILDAP user ID or FCUBS
user ID.

[ »

Authentication Type: LDAP/MSAD is the type of external server used for
authentication.

]

Log Back Mext Exit

8. Specify the following details.
SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to specify the
SSO Key.

SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory to specify the
SSO key.

If you have checked the box ‘SSO Required’, then the Installer will skip the following two screens
and will directly navigate to the SSL screen shown below in this manual.

If you have not checked the box ‘SSO Required’, then click ‘Next’. The following screen is
displayed.

1. External User Login Required

Check this box to enable user login using MSAD/LDAP user Id.

If you check this box, the user can login with MSAD/LDAP server user Id as well as FCUBS
user Id. If you do not check this box, the user can login using FCUBS user Id only.

(Note-MSAD: Microsoft Active Directory, LDAP: Lightweight Directory Access Protocol)
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- —
| £| Oracle FLEXCUBE Universal Installer 12.40_ | B

Oracle FLEXCUBE Universal Banking ORACLE |

Property File Creation
Current screen provides an option for Enabling Single Sign on
S50 Required |
I| ssokev DN
Authentication details maintained external to FLEXCUBE
External Password Required Authentication Type MSAD | =
External User Login Required MSAD
External Password Required: The user can login with MSA[}IL[}AlI?_'[s}gTF;m—

[ »

ssword only. The user ID can be either the MSAD/ILDAP user 1D or FCUBS
ser |D.

uthentication Type: LDAP/MSAD is the type of external server used for
uthentication.

]

Log Back Mext Exit

External Password Required

Check this box to allow user login using MSAD/LDAP password irrespective of the user Id.

If you check this box, the user can login using MSAD/LDAP server password only. The user
Id can be one of the following:

e MSAD/LDAP user Id
e FCUBS userld

If you do not check this box, then the installer skips the following screen and directly navigates to
the Modifying Gateway Properties screen.
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| £| Oracle FLEXCUBE Universal Installer 12.40_ | B

I Oracle FLEXCUBE Universal Banking ORACLE |

Property File Creation
Current screen provides an option for Enabling Single Sign on
|| S50 Required |
S50 KEY DM
Authentication details maintained external to FLEXCUBE
External Password Required Authentication Type MSAD | =
External User Login Required O MSAD
- — LDAP
External Password Required: The user can login with MSAD/LDAFseTveT—

[ »

ssword only. The user ID can be either the MSAD/ILDAP user 1D or FCUBS
ser |D.

uthentication Type: LDAP/MSAD is the type of external server used for
uthentication.

]

Log Back Mext Exit

Authentication Type

Select the authentication type. This is the type of external server that is used. You can select one
of the following options:

e MSAD (Microsoft Active Directory)
e LDAP (Lightweight Directory Access Protocol)

The default option is MSAD; however, you can change it

9. If you check the box, then the installer navigates to the following screen on clicking ‘Next’
button.
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-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0_ i‘;l;lﬁ‘

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
LDAFP Server Details for Gateway

No. Name Value
1 LDAP SERVER URL LDAP#10.101010:111
2 LDAP S5L EMABLED 1
3 SECURITY AUTHENTICAT ... |Simple
4 DOMAIN MAME I-FLEX.COM
5 LDAP SERVER TIMEQUT |0
Log Back Next Exit

10. Specify the following LDAP server details.

LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and password are
maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you need to specify
the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type

Depending on the authentication mechanism supported by the LDAP server, select one of the
following:

e Simple
e Strong

Note the following:
o Different servers support different authentication mechanisms.
e By default, the security authentication type is ‘Simple’; however, you can change this.

Domain Name

Specify the domain name.
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LDAP Server Timeout

Specify the LDAP server timeout in milliseconds. This must be a positive integer value. For
example you can specify 1000, 10000 or 5000. If it is zero or less, it indicates that no read
timeout is specified. Then the wait for the response infinite until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

11. Click ‘Next’. The following screen is displayed:

-
| &| Oracle FLEXCUBE Universal Installer 12.4.0.0.0‘ ‘Q‘ﬂg

Oracle FLEXCUBE Universal Banking

Property File Creation
Current screen provides an option for modifying the Gateway Properties

%S0 Path ID:Kemel 11.1\GW_EJBSDL |
Logger File |D:1.Kernel11.1EG‘.".f_EJEl\conﬂg\lgw_ejb_logger.propertie|
Debug Path ID:Kernel11.1\GW_EJBVog) |

Security Key for Encryption |0racleﬂnancialsoluti0ns |

SMS Pool Name  [jdboifcjdevD3SMS |

Log Back Mext Exit

12. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be ‘/’. There must
be a ‘/’ at the end. All the relevant XSD files must be manually copied to this location.

E.g.
For Windows: D:\Kernell1l.1\GW_EJB\XSD\

For Linux: /Kernell1.1/GW_EJB/XSD/

Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file must be
manually copied to the specified location.

E.g.:
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For windows: D:\Kernell1ll.1\GW_EJB\config\gw_ejb_logger.properties

For Linux: /Kernelll.1/GW_EJB/config/gw_ejb_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be a /" at the
end. You need to manually create the specified folder structure.

E.g.:
For windows: D:\Kernelll.1\GW_EJB\log\

For Linux: /Kernell11.1/GW_EJB/log/
13. Click ‘Next’.

The Installer creates two files viz. ‘gw_ejb_logger.properties’ and ‘GW_EJB_Prop.propeties’
in the path provided to save the files.

-

| £| Oracle FLEXCUBE Universal Installer 12.40.0_ i@‘

Oracle FLEXCUBE Universal Banking

Property File Creation

Current screen provides an option for modifying the Gateway Properties

DataSource [FLEXTEST.WORLD |
POSS DataSource OPSS CSF Available
POSS DataSource [POSSTEST WORLD |

Distributed Schema No |+

RTT_PLUGIN REQUIRED []RTT

MSGINLOGREQUIRED |No |w| MSGOUTLOGREQURED [No |+

Log Back Mext Exit

14. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.
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POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store Framework
(CSF) isinstalled as per the guidelines in the pre-requisite document. It is recommended that
you install CSF for safeguarding application specific security credentials.

Distributed Schema
If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.

Security Key for Encryption

Specify the security key for the Encryption,here in this case it is ‘Oraclefinancialsolutions’.
RTT plugin Required

Chose the check box if rtt plugin is required

MSG IN LOG Required

Choose Yes/No from drop down box

MSG OUT LOG Required

Choose Yes/No from drop down box

15. Click ‘Next’. The following screen is displayed.
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-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0

Oracle FLEXCUBE Universal Banking

Propenrty Installation

Current screen Displays the status of the object loaded.

Z017-04-28T12:20:23 468 DEBUG [AWT-EventCueue-0] com.ofss.installer Foubsing .
2017-04-28T12:20:23 469 DEBUG [AWT-EventQuueue-0] com.ofss.installer fcubs.ga
2017-04-28T12:20:23 471 DEBUG [AWT-EventQueue-0] com.ofss.installer focubs.ga
2017-04-28T12:20:23 472 DEBUG [AWT-EventQueue-0] com.ofss. installer Fcubsin
2017-04-28T12:20:23 472 DEBUG [AWT-EventQueue-0] com.ofss.installer. Foubsin
2017-04-28T12:20:23 472 DEBUG [AWT-EventQueue-0] com.ofss.installer.installe
2017-04-28T12:20:23 502 DEBUG [AWT-EventQueue-0] com.ofss.installer.Installe

4| Il |

Property File | | Logger File

Continue...=

Next Exit

The property file will be created in a temporary folder.

16. Click ‘Property File’ to view the created property file.
17. Click ‘Save’ to the save the created property file in desired location.
18. Click ‘Continue’ to continue the installation process with gateway application type.

19. Click ‘Next’ to navigate to the installer home screen.
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1.2.2 Gateway MDB Application

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Banking Solution Installer. Select ‘Gateway’ and click
‘Next’. Following screen is displayed.

A4.0.0.0 E : E

Oracle FLEXCUBE Universal Banking

-
| £| Oracle FLEXCUBE Universal Installer 12

Welcome To Oracle FLEXCUBE
Choose Oracle FLEXCUBE Component for installation.

Property File
EAR Name |FCUBS | context Name [Fcneaweb |
External JSUIXML Required | External JSUIXML Path | |
Release |KERNEL |v|
File Seperator Style |1r'ul'indow5 |v|
Application Server |Weblogic |v|

DataBase Server | | |

Log Back Mext Exit

2. Select the option ‘Property File’.

3. Specify the following details:
File Seperator Style

Specify the operating system in which you are creating the property file. Select the appropriate
one from the drop-down list.

Application Server

Specify the application server in which you are creating the property file. Select the appropriate
one from the drop-down list.

4. Click ‘Next’ and the following screen is displayed:
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-
| £ Oracle FLEXCUBE Universal Installer 12.4.0.0.0

Oracle FLEXCUBE Universal Banking

Gateway Property File Creation
Choose the Gateway Application Type

[ Gateway Application Type
D Gateway EJB
D Gateway MDB
D Gateway Hitp Senviet
D Gateway WebSenvices

5. Select ‘Gateway MDB'’ to create configuration files for the application. Click ‘Next'’.

Following screen is displayed:

-
| £ Oracle FLEXCUBE Universal Installer 12.4.0.0.0

Oracle FLEXCUBE Universal Banking

Property File Creation

Specify the Property File path.

Load Property File [

IFor Modifying the Existing Property file specify the path else leave the path unchanged
for loading the default property file.

6. Specify the following details:
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Load Property File

If you are creating a new property file, leave the field blank. If you wish to modify an existing
property file, you can manually specify the location of the property file.

Before proceeding, ensure that the folder structures used in the following steps are created.

7. Click ‘Next’. The following screen is displayed:

The installer displays the ‘Multi Entity’ screen.

| &| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 EE.L

I Oracle FLEXCUBE Universal Banking ORACLE" ||

Multi Entity Names
Provide Entity Names

MultiEntity Required |:|

S.No Entity Name
ENTITY1
ENTITY2
EMTITY3

L | o | 2

Log Back Mext Exit

MultiEntity Required
Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, ‘-‘buttons will be enabling for capturing the entity Name
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+ Button:
New row will be added for capturing new entity name.

- Button:

Select the entity name and click — button, will be deletion of existing entity name

Entity Name:

Enter the entity name as single word

For example: ENTITY1

Click ‘Next’. The following screen is displayed:

- :
| 4| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 EE.L

Oracle FLEXCUBE Universal Banking ORACLE ||

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required |

550 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required O  Authentication Tvpe I:D
External User Login Required O

External Password Required: The user can login with MSAD/LDAP server -~ |
ssword only. The user ID can be either the MSAD/ILDAP user 1D or FCUBS
ser |D.

uthentication Type: LDAP/MSAD is the type of external server used for
uthentication.

]

Log Back Mext Exit

9. Specify the following details.

SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to specify the

SSO Key.
SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory to specify the

SSO key.
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If you have checked the box ‘SSO Required’, then the Installer will skip the following two screens
and will directly navigate to the Modifying the Gateway properties Screen.

External Password Required

Check this box to allow the user-login using MSAD/LDAP password irrespective of the user ID. If
you check this box, the user ID can be either the MSAD/LDAP user ID or the FCUBS user ID.
And the password can be MSAD/LDAP server password only.

By default, this check box is unchecked. However, you can change this.

If you do not check this box, the installer skips the following screen and directly navigates you to
the Modifying the Gateway Properties Screen.

[ = =
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0._ ‘Q‘Elg

Oracle FLEXCUBE Universal Banking

Property File Creation

Current screen provides an option for Enabling Single Sign on

550 Required

350 KEY DN

External Password Required Authentication Type  |MSAD =

External User Login Required O

External Password Required: The user can login with MSAD/LDAP server
password only. The user ID can be either the MSADILDAP user ID or FCUBS
user ID.

Authentication Type: LDAP/MSAD is the type of external server used for
I authentication.

Log

External User Login Required

Check this box to enable user login using MSAD/LDAP user ID. If you check this box, the user
can login using MSAD/LDAP server user ID as well as using FCUBS user ID. If you do not check
this, the user can login using FCUBS user ID only.

By default, this check box is unchecked. However, you can change this.
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| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 EE.L

Oracle FLEXCUBE Universal Banking ORACLE ||

Property File Creation

Current screen provides an option for Enabling Single Sign on

550 Required

350 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type

External User Login Required

External Password Required: The user can login with MSAD/LDAP server
ssword only. The user ID can be either the MSAD/ILDAP user 1D or FCUBS
ser |D.

uthentication Type: LDAP/MSAD is the type of external server used for
uthentication.

Log

& The field ‘Authentication Type’ is enabled if one of the above check boxes is checked:

Authentication Type

Select the authentication type from the adjoining drop-down list. This is the type of external server
that is used. You can select one of the following options:

e MSAD (Microsoft Active Directory)
e LDAP (Lightweight Directory Access Protocol)

By default, ‘MSAD’ is selected; however, you can change it.

10. Click ‘Next’. The following screen is displayed.
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-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0_ i‘;l;lﬁ‘

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
LDAFP Server Details for Gateway

No. Name Value
1 LDAP SERVER URL LDAP#10.101010:111
2 LDAP S5L EMABLED 1
3 SECURITY AUTHENTICAT ... |Simple
4 DOMAIN MAME I-FLEX.COM
5 LDAP SERVER TIMEQUT |0
Log Back Next Exit

11. Specify the following LDAP server details.

LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and password are
maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you need to specify
the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type

Depending on the authentication mechanism supported by the LDAP server, select one of the
following:

e Simple
e Strong

Note the following::
o Different servers support different authentication mechanisms.
e By default, the security authentication type is ‘Simple’; however, you can change this.

Domain Name

Specify the domain name.
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LDAP Server Timeout

Specify the LDAP server timeout in milliseconds. This must be a positive integer value. For
example you can specify 1000, 10000 or 5000. If it is zero or less, it indicates that no read
timeout is specified. Then the wait for the response infinite until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

Click ‘Next’. The following screen is displayed:

r N
| &| Oracle FLEXCUBE Universal Installer 12.4_0.0._ E‘LE‘QQ

Oracle FLEXCUBE Universal Banking

Property File Creation
Current screen provides an option for modifying the Gateway Properties

%S0 Path ID:Kermel11.1\GW_MDBW(SD |
Logger File Fernelﬁ.‘l\GW_MDEI‘.::Gnﬂg‘.gw_mdb_logger.properties|
Debug Path ID:Kernel11.1\GW_MDBlog\ |

Security Key for Encryption |0racleﬂnancialsoluti0ns |

SMS Pool Name  [jdboifcjdevD3SMS |

Log Back Mext Exit

12. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be ‘/’. There must
be a ‘/’ at the end. All the relevant XSD files must be manually copied to this location.

E.g.
For Windows: D:\Kernell1l.1\GW_MDB\XSD\

For Linux: /Kernell1.1/GW_MDB/XSD/

Logger File

Specify the path to the ‘gw_ mdb_logger.properties’ file with the file name. The file must be
manually copied to the specified location.

E.g.:
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For windows: D:\Kernell1l.1\GW_MDB\config\gw_mdb_logger.properties

For Linux: /Kernelll.1/GW_MDB/config/gw_mdb_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be a ‘/’ at the
end. You need to manually create the folder structure.

E.g.:
For windows: D:\Kernelll.1\GW_MDB\log\
For Linux: /Kernell1.1/GW_MDB/log/

Click ‘Next’.

The Installer creates two files viz. ‘gw_ mdb_logger.properties’ and ‘GW_
MDB_Prop.properties’ in the path provided to save the files.

-

| £| Oracle FLEXCUBE Universal Installer 12.40.0_ i‘;l;@‘

Oracle FLEXCUBE Universal Banking

Property File Creation

Current screen provides an option for modifying the Gateway Properties
DataSource [FLEXTEST.WORLD |
[]POSS DataSource OPS3 CSF Available

FOSS DataSource | |

Distibuted Schema |No_ |+ |

RTT_PLUGIN REQUIF[_] RTT

13. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.
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POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store Framework
(CSF) isinstalled as per the guidelines in the pre-requisite document. It is recommended that
you install CSF for safeguarding application specific security credentials.

Distributed Schema
If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.

The Installer creates two files viz. ‘gw_ejb_logger.properties’ and ‘GW_EJB_Prop.properties’
in the path provided to save the files.

Security Key for Encryption

Specify the security key for the Encryption,here in this case it is ‘Oraclefinancialsolutions’.

Click ‘Next’. The following screen is displayed.

f 3 B
| £| Oracle FLEXCUBE Universal Installer 12.40.0._ ‘Q‘Elg

Oracle FLEXCUBE Universal Banking

Gateway Property File Creation

Current screen provides an option for modifying MDB Properties

No. Name Value
1 Request Queue MDBE_QUEUE
2 Response gueue MDEBE_CQUEUE_RESPOMNSE
3 DL Queue MDB_QUEUE_DLQ
4 Connection Factory MDBQCF
5 Secure Queue .l
& Caller 1D
7 Caller Passwaord

Log Back Mext Exit
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15. Specify the following details:
Request Queue

Specify the request queue. This is the point-to-point destination type used for asynchronous peer
communication.

E.g.. MDB_QUEUE

Response Queue
Specify the response queue name.

E.g.: MDB_QUEUE_RESPONSE
DL Queue

Specify the dead letter queue name.

E.g.: MDB_QUEUE_DLQ

Connection Factory
Specify the connection configuration parameters to create connections for JMS clients.

E.g.: MDBQCF.

Secure Queue
Check this box if the Caller ID and Caller Password values have to be entered.

The Installer creates two files viz. ‘gw_mdb_logger.properties’ and ‘GW_MDB_Prop.properties’ in
the path provided to save the files.

Click ‘Next’. The following screen is displayed.
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-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0

Oracle FLEXCUBE Universal Banking

Propenrty Installation

Current screen Displays the status of the object loaded.

Z017-04-28T12:27:28 102 DEBUG [AWT-EventCueue-0] com.ofss.installer Foubsing o
2017-04-28T12:27:28 102 DEBUG [AWT-EventQuueue-0] com.ofss.installer Fcubsin
2017-04-28T12:27:28 103 DEBUG [AWT-EventQueue-0] com.ofss.installer focubs.ga
2017-04-28T12:27:28 103 DEBUG [AWT-EventQueue-0] com.ofss. installer Fcubsin
2017-04-28T12:27:28 103 DEBUG [AWT-EventQueue-0] com.ofss.installer. Foubsin
2017-04-28T12:27:28,103 DEBUG [AWT-EventQueue-0] com.ofss.installer.installe
2017-04-28T12:27:28 110 DEBUG [AWT-EventQueue-0] com.ofss.installer.Installe

4| Il |

Property File | | Logger File

Continue...=

Next Exit

The property file will be created in a temporary folder.

16. Click ‘Property File’ to view the created property file.
17. Click ‘Save’ to the save the created property file in desire location.
18. Click ‘Continue’ to continue the installation process with gateway application type.

19. Click ‘Next’ to navigate to the installer home screen.
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1.2.3 Gateway HTTP Servlet Application

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Banking Solution Installer. Select ‘Gateway’ and click
‘Next’. Following screen is displayed.

-
| £ Oracle FLEXCUBE Universal Installer 12.4.0.0.0

Oracle FLEXCUBE Universal Banking

Welcome To Oracle FLEXCUBE
Choose Oracle FLEXCUBE Component for installation.
Property File

EAR Name [FCUBS | Context Name [FCUNeoweb

External JSUIXML Required D External JSUIXML Path |

Release |KERNEL

File Seperator Style |Window5

Application Server |Weblogic

DataBase Server |

Log
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2. Select the option ‘Property File’.
3. Specify the following details:

File Seperator Style

Specify the operating system in which you are creating the property file. Select the appropriate
one from the drop-down list.

Application Server

Specify the application server in which you are creating the property file. Select the appropriate
one from the drop-down list.

Once you have specified the details, click ‘Next’ to continue. The following screen is displayed.

-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 ’; : E

Oracle FLEXCUBE Universal Banking

Gateway Property File Creation
Choose the Gateway Application Type

[ Gateway Application Type
D Gateway EJB

[} Gateway MDB

D Gateway Hitp Sernviet
D Gateway WebSenvices

Log Back Mext Exit

4. Select ‘Gateway Http Servlet’ to create configuration files for the application, and click ‘Next'.

Following screen is displayed.
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-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 ’; : E

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
Specify the Propery File path.

Load Property File [ | L__,

For Modifying the Existing Property file specify the path else leave the path unchanged
for loading the defauilt property file.

Log Back Mext Exit

5. Specify the following details:

Load Property File

If you are creating a new property file, leave the field blank. If you wish to modify an existing
property file, you can manually specify the location of the property file.

Before proceeding, ensure that the folder structures used in the following steps are created.

Click ‘Next’. The following screen is displayed:

The installer displays the ‘Multi Entity’ screen.
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-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 EEE

Oracle FLEXCUBE Universal Banking ORACLE

Multi Entity Names
Provide Entity Names

MultiEntity Required I:I

S.Mo Entity Mame
EMTITY1
EMNTITY2
EMNTITY3

—

M

%)

Log Back Mext Exit

MultiEntity Required

Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, ‘-‘buttons will be enabling for capturing the entity Name

+ Button:
New row will be added for capturing new entity name.

- Button:

Select the entity name and click — button, will be deletion of existing entity name

Entity Name:

Enter the entity name as single word

For example: ENTITY1

Click ‘Next’. The following screen is displayed:
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r .
| | Oracle FLEXCUBE Universal InslzllerﬁAO.D.I_ t‘[g‘glg

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for modifying the Gateway Properties

%S0 Path [D:Kemel11.1\GW_HTTPXSD\ |
Logger File Fernelﬁ.‘l\G‘."J_H'I‘I’F'\conﬂg\gw_http_logger.pmperties|
Debug Path D:Kernel11. 1\GW_HTTPog\ |

Security Key for Encryption |0racleﬂnancialsoluti0ns |

SMS Pool Name  [jdboifcjdevD3SMS |

Log Back Mext Exit

7. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be /. There must
be a /' at the end. All the relevant XSD files must be manually copied to this location.

E.g.:
For Windows: D:\Kernell1l.1\GW_HTTP\XSD\

For Linux: /Kernelll.1/GW_HTTP/XSD/

Logger File

Specify the path to the ‘gw_ http_logger.properties’ file with the file name. The file must be
manually copied to the specified location.

E.g.:
For windows: D:\Kernel11.1\GW_HTTP\config\gw_http_logger.properties

For Linux: /Kernell1.1/GW_HTTP/config/gw_http_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be a /’ at the
end. You need to manually create the folder structure.

E.g.:

For windows: D:\Kernelll.1\GW_HTTP\log\
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For Linux: /Kernelll.1/GW_HTTP/log/
8. Click ‘Next'.

The Installer creates two files viz. ‘gw_http_logger.properties’ and
‘GW_HTTP_Prop.properties’ in the path provided to save the files.

_
| Oracle FLEXCUBE Universal ]nslzllerlEAO.ﬂ.E‘ l@ﬂg

Oracle FLEXCUBE Universal Banking

Property File Creation

Current screen provides an option for modifying the Gateway Properties
DataSource [FLEXTEST.WORLD |
[] POSS DataSource OPS3 CSF Available

FOSS DataSource | |

Distibuted Schema |No_ |+ |

9. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.

POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store Framework
(CSF) isinstalled as per the guidelines in the pre-requisite document. It is recommended that
you install CSF for safeguarding application specific security credentials.
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Distributed Schema
If the schema is distributed, select ‘Yes’.

If the schema is not distributed, select ‘No’.

The Installer creates two files viz. ‘gw_ejb_logger.properties’ and ‘GW_EJB_Prop.properties’

in the path provided to save the files.

Security Key for Encryption

Specify the security key for the Encryption,here in this case it is ‘Oraclefinancialsolutions’.

RTT plugin Required

Chose the check box if rtt plugin is required

On click of Next The following screen is displayed.

The Installer creates two files viz. ‘gw_http_logger.properties’ and

‘GW_HTTP_Prop.properties’ in the path provided to save the files.

Click ‘Next’. The following screen is displayed.

Oracle FLEXCUBE Universal Banking

Property Installation

Current screen Displays the status of the object loaded.

| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 ’; : E

Z2017-04-28T12:30:29 050 DEBUG [AWT-EventQiueue-0] com.ofss installer Focubsing o
2017-04-28T12:30:29 050 DEBUG [AWT-EventQueue-0] com.ofss.installer focubs.ga
2017-04-28T12:30:29 051 DEBUG [AWT-EventQuueue-0] com.ofss.installer fcubs.ga
2017-04-28T12:30:29 051 DEBUG [AWT-EventQueue-0] com.ofss.installer. Foubsin
2017-04-28T12:30:29 051 DEBUG [AWT-EventQueue-0] com.ofss. installer Fcubsin
2017-04-28T12:30:29, 051 DEBUG [AWT-EventQueue-0] com.ofss.installer.Installer]
2017-04-28T12:30:29 053 DEBUG [AWT-EventQueue-0] com.ofss.installer Installer!

1| li |

Property File | | Logger File
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The property file will be created in a temporary folder.

10. Click ‘Property File’ to view the created property file.
11. Click ‘Save’ to the save the created property file in desire location.
12. Click ‘Continue’ to continue the installation process with gateway application type.

13. Click ‘Next’ to navigate to the installer home screen.

The property file will be created in the specified folder.
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1.2.4 Gateway Web Service Application

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Banking Solution Installer. Select ‘Gateway’ and click
‘Next’ and the following screen is displayed:

-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 E : E

Oracle FLEXCUBE Universal Banking ORACLE

Welcome To Oracle FLEXCUBE

Choose Oracle FLEXCUBE Component for installation.

Property File
EAR Name |FCUBS | context Name [Fcneaweb |
External JSUIXML Required | External JSUIXML Path | |
Release |KERNEL |v|
File Seperator Style |1r'ul'indow5 |v|
Application Server |Weblogic |v|

DataBase Server | | |

Log Back Mext Exit

3. Select the option ‘Property File’.
4. Specify the following details:

Operating System

Specify the operating system in which you are creating the property file. Select the appropriate
one from the drop-down list.

Application Server

Specify the application server in which you are creating the property file. Select the appropriate
one from the drop-down list.

Click ‘Next’.
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-
| £ Oracle FLEXCUBE Universal Installer 12.4.0.0.0

Oracle FLEXCUBE Universal Banking

Gateway Property File Creation

Choose the Gateway Application Type

[ Gateway Application Type
D Gateway EJB
[} Gateway MDB
D Gateway Hitp Senviet
D |Gateway WebSenices

Select ‘Gateway WebServices’ to create configuration files for the application. Click ‘Next’. The
following screen is displayed.

-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0

Oracle FLEXCUBE Universal Banking

Property File Creation
Specify the Property File path.

Load Property File [

IFor Modifying the Existing Property file specify the path else leave the path unchanged
for loading the default property file.

5. Specify the following details:
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Load Property File

If you are creating a new property file, leave the field blank. If you wish to modify an existing
property file, you can manually specify the location of the property file.

Before proceeding, ensure that the folder structures used in the following steps are created.

Click ‘Next’. The following screen is displayed:

The installer displays the ‘Multi Entity’ screen.

| £| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 ’; : E

Oracle FLEXCUBE Universal Banking ORACLE

Multi Entity Names
Provide Entity Names

MultiEntity Required I:I

S.Mo Entity Mame
EMTITY1
2[ENTITY2
EMNTITY3

—

%)

Log Back Mext Exit

MultiEntity Required
Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, “-‘buttons will be enabling for capturing the entity Name
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+ Button:
New row will be added for capturing new entity name.

- Button:

Select the entity name and click — button, will be deletion of existing entity name

Entity Name:

Enter the entity name as single word

For example: ENTITY1

1. Click ‘Next’. The following screen is displayed:

- :
| 4| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 EE.L

Oracle FLEXCUBE Universal Banking ORACLE ||

Property File Creation

Current screen provides an option for Enabling Single Sign on

S50 Required |

550 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required O  Authentication Tvpe I:D
External User Login Required O

External Password Required: The user can login with MSAD/LDAP server -~ |
ssword only. The user ID can be either the MSAD/ILDAP user 1D or FCUBS
ser |D.

uthentication Type: LDAP/MSAD is the type of external server used for
uthentication.

]

Log Back Mext Exit

2. Specify the following details.

SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to specify the

SSO Key.
SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory to specify the

SSO key.
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If you have checked the box ‘SSO Required’, then the Installer will skip the following two screens
and will directly navigate to the SSL screen shown below in this manual.

If you have not checked the box ‘SSO Required’, then click ‘Next’. The following screen is
displayed.

1. External User Login Required

Check this box to enable user login using MSAD/LDAP user Id.

If you check this box, the user can login with MSAD/LDAP server user Id as well as FCUBS
user Id. If you do not check this box, the user can login using FCUBS user Id only.

s = =
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0._ ‘Q‘Elg

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for Enabling Single Sign on

550 Required |

350 KEY DN

Extemnal Password Required Authentication Type  |MSAD | v

External User Login Required MSAD
LDAP

External Password Required: The user can login with MSAD/LDAFSeTYET
password only. The user ID can be either the MSADILDAP user ID or FCUBS
user ID.

[ »

Authentication Type: LDAP/MSAD is the type of external server used for
authentication.

]

Log Back Mext Exit

External Password Required

Check this box to allow user login using MSAD/LDAP password irrespective of the user Id.

If you check this box, the user can login using MSAD/LDAP server password only. The user
Id can be one of the following:

e MSAD/LDAP user Id
e FCUBS user ld

If you do not check this box, then the installer skips the following screen and directly navigates to
the Modifying Gateway Properties screen.
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- T 1IN
| 4| Oracle FLEXCUBE Universal Installer 12.4.0.0.0 [ —-

Oracle FLEXCUBE Universal Banking ORACLE I

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required |

S50 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type MSAD|v

External User Login Required O MSAD
LDAP

External Password Required: The user can login with MSAD/LDAFseTveT—

[ »

ssword only. The user ID can be either the MSAD/ILDAP user 1D or FCUBS
ser |D.

uthentication Type: LDAP/MSAD is the type of external server used for
uthentication.

]

Log Back Mext Exit

Authentication Type
Select the authentication type. This is the type of external server that is used. You can select one
of the following options:

e MSAD (Microsoft Active Directory)
e LDAP (Lightweight Directory Access Protocol)

The default option is MSAD; however, you can change it

3. If you check the box, then the installer navigates to the following screen on clicking ‘Next’
button.
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-
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0_ i‘;l;lﬁ‘

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation
LDAFP Server Details for Gateway

No. Name Value
1 LDAP SERVER URL LDAP#10.101010:111
2 LDAP S5L EMABLED 1
3 SECURITY AUTHENTICAT ... |Simple
4 DOMAIN MAME I-FLEX.COM
5 LDAP SERVER TIMEQUT |0
Log Back Next Exit

4. Specify the following LDAP server detalils.

LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and password are
maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you need to specify
the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type

Depending on the authentication mechanism supported by the LDAP server, select one of the
following:

e Simple
e Strong

Note the following:
o Different servers support different authentication mechanisms.
e By default, the security authentication type is ‘Simple’; however, you can change this.

Domain Name

Specify the domain name.
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LDAP Server Timeout

Specify the LDAP server timeout in milliseconds. This must be a positive integer value. For
example you can specify 1000, 10000 or 5000. If it is zero or less, it indicates that no read
timeout is specified. Then the wait for the response infinite until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

5. Click ‘Next’. The following screen is displayed:

r N
| &| Oracle FLEXCUBE Universal Installer 12.4_0.0._ E‘LE‘QQ

Oracle FLEXCUBE Universal Banking

Property File Creation
Current screen provides an option for modifying the Gateway Properties

%50 Path ID:Kernel11.1\GW_WSIXSD\ |
Logger File |Z):1Kernel11.11.GW_WS\CGnﬂgtgw_ws_logger.pmperties|
DebugPath  [D:Kemel11.1\GW_WSilogl |

Security Key for Encryption |0rau:|eﬂnancia|solutions |

SMS Pool Mame  [dboificjdevDSSMS |

Log Back Mext Exit

6. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be ‘/’. There must
be a ‘/’ at the end. All the relevant XSD files must be manually copied to this location.

E.g.
For Windows: D:\Kernel11.1\GW_WS\XSD\

For Linux: /Kernell11.1/GW_WS/XSD/

Logger File

Specify the path to the ‘gw_ ws_logger.properties’ file with the file name. The file must be
manually copied to the specified location.
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E.g.:
For windows: D:\Kernell1l.1\GW_WS\config\gw_ws_logger.properties

For Linux: /Kernelll.1/GW_WS/config/gw_ws_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be a /" at the
end. You need to manually create the folder structure.

E.g.:
For windows: D:\Kernelll.1\GW_WS\log\

For Linux: /Kernell11.1/GW_WS/log/
7. Click ‘Next'.

The Installer creates two files viz. ‘gw_ws_logger.properties’ and
‘GW_WS_Prop.properties’ in the path provided to save the files.

The following screen is displayed.

-
| £| Oracle FLEXCUBE Universal Installer 12.40.0_ i‘;l;lﬁ‘

Oracle FLEXCUBE Universal Banking ORACLE

Property File Creation

Current screen provides an option for modifying the Gateway Properties
DataSource [FLEXTEST.WORLD |
[] POSS DataSource OPSS CSF Available

POSS DataSource | |

Distributed Schema No |+

RTT_PLUGIN REQUIRED []RTT

MSGINLOGREQUIRED |No |w| MSGOUTLOGREQURED [No |+

Log Back Mext Exit

13. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.
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POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store Framework
(CSF) isinstalled as per the guidelines in the pre-requisite document. It is recommended that
you install CSF for safeguarding application specific security credentials.

Distributed Schema
If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.

Security Key for Encryption

Specify the security key for the Encription,here in this case it is ‘Oraclefinancialsolutions’.
RTT plugin Required

Chose the check box if rtt plugin is required

MSG IN LOG Required

Choose Yes/No from drop down box

MSG OUT LOG Required

Choose Yes/No from drop down box
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Oracle FLEXCUBE Universal Banking

Property File Creation

Specify the EJB Application Mame

E.JB Application Mame GWEJB

Please remember the EJB Application name , the same name has to be used while
deploying the EJB.

15. Specify the following details:
EJB Application Name
Specify the name of the EJB application deployed.

E.g.: GWEJB

Click ‘Next’. The following screen is displayed.
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[ > ™
| £| Oracle FLEXCUBE Universal Installer 12.4.0.0._ ‘@Eﬂ

Oracle FLEXCUBE Universal Banking ORACLE

Gateway Property File Creation
Current screen provides an option for modifying WebSenvices Properties

No. Name Value
1 EJB JNDI Mame #com.ofss fcubs gw ejb GWEJBRemote
2 |Application Server URL hitp:10.10.10.10:7001
3 |User Mame infra
|4 |Password LTI
5 |EJB LookUp
I
Log Back Next Exit

17. Specify the following details:

EJB JNDI Name

If you build the EJB application with GWEJB name, this should be the name with which the EJB
EAR file is built.

If you select EJB Call Type as REMOTE, this should be
‘<EJB_APPLICATION_NAME>#com.ofss.fcubs.gw.ejb.GWEJBRemote.

E.g.:

Weblogic/Websphere : GWEJB #com.ofss.fcubs.gw.ejb. GWEJBRemote

If you build the EJB application with GWEJB name, this should be the name the EJB EAR file
which is built.

Application Server URL
Specify the URL of the application server where the webservice application is hosted.
E.g.

Weblogic: t3://10.10.10.10:7001

Or

Websphere: ii0p://10.10.10.10:2815

User Name

Specify the user name to access the application server where the EJB application is deployed.
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http://10.10.10.10:7001/
http://10.10.10.10:7001/

E.g.: infra
Password

18. Specify the password for the above user name.

The Installer creates two files viz. ‘gw_WS_logger.properties’ and ‘GW_WS_Prop.properties’
in the path provided to save the files.

Click ‘Next’. The following screen is displayed.

,
(1) orece XUt Universatnsater 24000 A =

Oracle FLEXCUBE Universal Banking ORACLE

Property Installation

Current screen Displays the status of the object loaded.

Z2017-04-28T12:38:34 588 DEBUG [AWT-EventQiueue-0] com.ofss installer Fcubsing o
2017-04-28T12:38:34 588 DEBUG [AWT-EventQueue-0] com.ofss.installer. Foubsin
2017-04-28T12:38:34 589 DEBUG [AWT-EventQuueue-0] com.ofss.installer fcubs.ga
2017-04-28T12:38:34 589 DEBUG [AWT-EventQueue-0] com.ofss.installer Foubsin
2017-04-28T12:38:34 590 DEBUG [AWT-EventQueue-0] com.ofss. installer Fcubsin
2017-04-28T12:38:34 590 DEBUG [AWT-EventQueue-0] com.ofss.installer.Installer]
2017-04-28T12:38:34 598 DEBUG [AWT-EventQueue-0] com.ofss.installer Installer]

1] I | [*]

|| | Property File | | Logger File

Log Back Mext Exit

The property file will be created in a temporary folder.

20. Click ‘Property File’ to view the created property file.

21. Click ‘Save’ to the save the created property file in desire location.

22. Click ‘Continue’ to continue the installation process with gateway application type.
23. Click ‘Next’ to navigate to the installer home screen.

The property file will be created in a temporary folder.

24. If Application Server is "Websphere" and EJB Look Up is "REMOTE", change below entry in
GW_WS_Prop.properties:

EJB_CTX_FACTORY=weblogic.jndi.WLInitialContextFactory
to
EJB_CTX_FACTORY=com.ibm.websphere.naming.WsninitialContextFactory
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